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Abstract. The paper reflects aspects of the application of compliance in the organization, a 

distinction is made between the interpretation of the terms as "security" and "compliance". The 

article provides an understanding of the difference between compliance and the already known 

measures of internal control and supervision to prevent the risks and losses of the company. The 

paper also describes the need for compliance control in an economic entity and the role of a 

compliance officer in the process of preventing risks and losses in an organization. 
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Security in the financial and legal sphere is 

considered as a set of measures and means to 

ensure the protection of the organization's ac-

tivities. The issue of continuous moderniza-

tion of the control and supervision system is 

relevant. This is due to possible damages and 

losses to the organization in connection with 

corruption and fraudulent schemes, potential 

risks. In addition to direct financial damage, 

there are legal and reputational negative con-

sequences. 

The well-being of the organization, its sus-

tainable development depends on the for-

mation of a positive reputation and reliability. 

A lot of money is invested in building a posi-

tive reputation. One adverse event, threats to 

the security of an organization's information 

system can make all efforts negligible [1]. 

Considering internal measures to ensure 

the safety of data, prevent losses and prevent 

risks, it is necessary to distinguish between 

the concepts of "security" and "compliance" 

in the company's activities. 

The security of an organization is achieved 

by ensuring and maintaining the protection of 

its personnel and the interests of the organiza-

tion from internal and external threats in order 

to reduce the negative consequences of unde-

sirable events and achieve the best results [2]. 

The term "security" - a set of measures to 

protect the information and technical assets of 

an organization. The security department 

keeps track of employees who have access to 

internal systems, such as information tech-

nology. 

“Compliance” – the application of control 

and oversight measures in the area of compa-

ny data and the legal regulations that apply to 

them. Compliance control is a necessary pro-

cedure in the financial and legal activities of 

an enterprise. The compliance service con-

trols the economic activity of the enterprise in 

accordance with the rules and regulations, 

including political, financial, legal, economic, 

ethical and other areas [3]. 

The purpose of compliance is to minimize 

the risk of the company's involvement in pro-

cesses associated with financial losses and 

loss of trust on the part of society represented 

by regulatory authorities, investors, partners, 

shareholders, and customers. 

Compliance in the legal and financial 

sphere arose in connection with the identifica-

tion of inconsistencies in the field of mone-

tary accounting, violations in compliance 

with the norms of law and ethics in compa-

nies. These circumstances resulted in losses in 

the amount of several million dollars. In addi-

tion, companies with such violations suffered 

reputational costs. Such organizations have 

suffered losses of a different kind in connec-

tion with numerous lawsuits as a consequence 

of the established violations. 

As a result of the investigation of the Secu-

rities and Exchange Commission in the 70s of 

the XX century, violations were revealed in 
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more than 400 American companies. Upon 

completion of the investigation, representa-

tives of organizations confirmed illegal pay-

ments in the amount of more than $300 mil-

lion to officials of foreign states, politicians 

and political parties. The list of violations 

ranged from bribing high-ranking officials to 

transferring sums in order to help meet the 

needs of the organization [4]. Based on the 

proceedings and for the sake of maintaining 

order, confidence in the business management 

system, the Federal Foreign Corrupt Practices 

Act of 1977 (FCPA) was introduced. The law 

laid the foundation for the emergence of 

compliance in the world. 

The functions of the internal security ser-

vice of the organization and the compliance 

officer have differences.  

In the event of a discrepancy, the internal 

security service begins its investigation to 

eliminate problems or professional errors of 

the organization's employees.  

The compliance officer carries out compli-

ance control and identifies possible risks. The 

compliance manager prepares the necessary 

recommendations in order to eliminate risks 

or reduce their effects on the company's activ-

ities. He is a responsible observer and con-

trolling person in the process of minimizing 

risks and their subsequent losses [5].  

Compliance officers in the legal and fi-

nancial services sector 

Organizations and companies carry out la-

bor activities in a transitive society. Govern-

ment agencies, stock exchanges, industry 

bodies are constantly changing legal and reg-

ulatory systems. The compliance officer is 

responsible for ensuring compliance with 

regulatory requirements.  

Advise companies on the interpretation of 

policy initiatives. Compliance officers liaise 

with stakeholders and management as part of 

complying with laws and fulfilling the com-

pany's obligations to partners. A compliance 

manager understands how regulations affect 

the business. The professional is able to ad-

vise the organization on regulatory matters to 

effectively enforce compliance. Technical 

knowledge of regulations, their understanding 

and interpretation is the key to regulatory 

compliance. The company is obliged to com-

ply with the requirements set by external reg-

ulatory bodies [6].  

Compliance officers in the financial ser-

vices sector deal with issues related to finan-

cial crime. Examples include monitoring in-

sider trading by employees of an organization 

or recording violations. Know your customer 

(KYC) – a stable expression of banking and 

exchange regulation for financial institutions 

and bookmakers. It is the duty of authorized 

individuals handling private money to identi-

fy and identify the agent before conducting a 

financial transaction. Anti-Money Laundering 

software (AML software) - the software helps 

companies comply with legal requirements 

for regulated entities to prevent or report 

money laundering activities. The digital de-

sign of the software facilitates faster and more 

accurate compliance and investigations when 

needed. Professionals involved in financial or 

corporate compliance should have experience 

in risk management and control, preferably in 

a financial services industry such as a bank or 

professional services firm.  

Compliance practice is based on software 

and legislation. Each of the programs allows 

you to extract the necessary data from a mas-

sive set of information to control and prevent 

risks and their consequences.  

Base Erosion and Profit Shifting (BEPS) is 

a set of tax planning schemes aimed at re-

moving taxable profit from taxation in those 

countries where the profit was received. The 

Common Reporting Standard (CRS) is a 

common reporting standard for financial ac-

counts between tax authorities developed by 

the Organization for Economic Co-operation 

and Development in 2014. The goal of the 

standard is to combat tax evasion. Operates 

on the basis of FATCA (Foreign Account 

Taxation Act).  

Earnings before interest, taxes, deprecia-

tion and amortization (EBITDA) is an analyt-

ical indicator equal to the amount of earnings 

before interest, taxes, depreciation. The indi-

cator is calculated on the basis of the compa-

ny's financial statements and allows you to 

determine the stability of its economy and the 

profitability of its activities. Thus, by fore-

shadowing risks, compliance and EBITDA 

protect the company from serious financial 

losses and bankruptcy.  



192 

- Юридические науки- 

 

International Journal of Humanities and Natural Sciences, vol. 6-2 (69), 2022 

Environmental, Social, and Corporate 

Governance (ESG) is an ethical investment. 

Under "S" they also understand sustainability 

- "sustainable development". ESG is a criteri-

on indicating the social responsibility of the 

company and demonstrates the company's 

involvement in solving environmental, social 

and management problems. Organizations 

with the highest rating on this criterion are 

preferred for mutually beneficial cooperation. 

Companies have realized that a high ESG rat-

ing helps mitigate environmental risks, and a 

company's demonstration of its social respon-

sibility has a positive effect on customer loy-

alty and strengthens its market position.  

Sanction Screening is a service for filtering 

transactions and messages. This tool is de-

signed for secure SWIFT payments. The ser-

vice combines a scanning mechanism and 

regular updates of sanctions lists using secure 

SWIFT channels. This tool allows you to 

check the integrity of partners and other per-

sons through the current sanction’s lists, veri-

fication of transactions. Sanction Screening 

allows the compliance specialist to exercise 

control.  

Foreign Account Tax Compliance Act 

(FATCA) – the law on the taxation of foreign. 

This law allowed American government 

agencies, upon their request, to receive in-

formation about foreign clients from banking 

structures of other countries with which an 

appropriate agreement was concluded on the 

transfer of such data. The purpose of this law 

is to increase the amount of tax revenues to 

the budget and protect the system from tax 

evasion. Another one of the laws. Sarbanes–

Oxley Act of 2002 (SOX) is a federal securi-

ties law. The law significantly tightened the 

requirements for financial reporting and the 

process of its preparation. The law was 

adopted in connection with numerous corpo-

rate scandals related to unscrupulous manag-

ers of large companies. The main content of 

SOX is that companies are required to record 

in detail all their business processes and oper-

ational activities. The goal of SOX is to fight 

financial fraud. 

Conclusion. 

Compliance in the financial and legal ac-

tivities of the organization has broader func-

tions than the internal security service of the 

organization. Compliance is part of the inter-

nal security system. It can be seen as a tool in 

the field of security in the organization, as 

well as the prevention of legal and financial 

risks. It is designed to reduce the number of 

material disputes of the subjects, as well as to 

improve the performance of companies in or-

der to pass state inspections as "softly" as 

possible [7]. The task of the compliance of-

ficer is to solve a number of complications 

arising in the course of the work of an eco-

nomic entity, such as: 

- Fraud prevention. 

- Ensuring the security of company data. 

- Support in the field of compliance of the 

organization's actions with the norms of legis-

lation. 

- Protection of human rights, ethical stand-

ards. 

- Maintaining the positive reputation of the 

company. 

Compliance is aimed at protecting the 

business. He is able to adapt business pro-

cesses and the internal system of the company 

to improve its reputation, rating, increase 

profits in order to maintain the status of the 

subject or its growth. 
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Аннотация. В работе отражены аспекты применения комплаенса в организации, да-

но разграничение толкования термина «безопасность» и «комплаенс». В статье предо-

ставляется понимание отличия комплаенса от мер внутреннего контроля и надзора для 

предотвращения рисков и убытков компании. Также в работе описаны необходимость 

комплаенс-контроля в экономическом субъекте и роль комплаенс-офицера в процессе 

предотвращения рисков и убытков в организации. 

Ключевые слова: комплаенс, комплаенс-контроль, комплаенс-офицер, юридический 

надзор, обеспечение безопасности, профилактика рисков. 

  




